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Cisco Umbrella eBontouis
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Cisco Umbrella

Cisco Umbrella
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Kntoyosi moxnmusocTi Cisco Umbrella

be3sneyHun goctyn Ao internet Ta BUKOPUCTAHHA XMapHUX A0AATKIB

7

Buanmictb 3axucT KOHTpPONb

B Ta N03a KOpM.MepeKeto * 3axuct pisHA DNS . Cnucku URL block/allow

Beb-iHcnekuin

Becb iHTepHeT Ta Beb-Tpadik [paBmna NOpPTy Ta NPOTOKOANY

, - [Nepesipka ¢pannis & nicouHmUA !

YcI nporpamu - [leTanbHi enemeHTH
- 3anobiraHHsa BTpaTi AaHUX

e | | KepyBaHHA Nporpamamm
- [lepeBipKa HeBeb-Tpadiky : . !

dinbTpaLia BMIiCTy

Po3swwnéposka SSL Cuctema 3anobiraHHA BTOPrHEHb

: - bNOKyBaHHA A04ATKIB
© TiHbose IT - Bigpanena isonauia 6paysepa
: il : , , - EnemeHTU KepyBaHHA
KoHdifeHUinHI AaHi, wo - [laHi B CTaHi CNOKOK XMapHe ng B €pyBa
nepeaaroTbCa CKaHYBaHHS WKIANMBKX NpOrpam pdLcblbeli

v

BobynoBaHa nnatdopma po3wmpeHoro susasieHHsA Ta pearyBaHHa (XDR) 3 Cisco SecureX



[nobanbHa XmapHa
apxiteKtypa Umbrella




Hapoa keHi B rnobanbHIiN XMapPHIN apXiTEKTYPI

LlIBMAKa macwuTaboBaHiICTb, MOCTIUHI IHHOBALLIT, BUCOKA NPOAYKTUBHICTb — 6€e3 36018

[ HyuKa IHPpPaCTPYKTYypa
3abe3neuye 6e3nepepsHi
IHHOBALIl 6€3 NPOCTOIB K/IEHTIB

KoHTenHepHa, multi-tenant
apXITeKkTypa 3abel3neuye
MacLUTaboBaHICTb | HAOINMHICTb

Hu3bka 3aTpuMKa
3abe3neuye BUCOKY
NPOAYKTUBHICTb | A0 73%
CKOPOUEHHS 3aTPUMKMU

[lepeBipeHun NOCy>XHUM
cnucok 3 2006 poky 3
rno6anbHUMU LIEHTPaMU
06pO6KU AaHUX Ha LLEeCTHU
KOHTUHEHTaxX




LLinpoke, rnobanbHe NOKPUTTA
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MapuwpyTtmn3sauia Anycast IP ana HaainHOCTI

3axXuUcT piBHA DNS

DFW
208.67.222.222
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B HAMOAMKYMM OOCTYNHUM AaTa- <y

LEHTP 3 aBTOMATUYHUM
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[lepesipeHUn nigep y cdepi xmapHoi 6e3neku 20867220220
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YHiKanbHUK 3axuUCT ana 6e3nekun pisHA DNS

Add New Security Setting

Setting Name

New Security Setting

This security list is applied to:

DNS Policies A
Copy From Existing
None A4
Malware
O

Websites and other servers that host malicious software, drive-by downloads/exploits, mobile threats and more.

Newly Seen Domains

v . . )
. Domains that have become active very recently. These are often used in new attacks.
0 Command and Control Callbacks
Prevent compromised devices from communicating with attackers' infrastructure.
[j Phishing Attacks
Fraudulent websites that aim to trick users into handing over personal or financial information.
Dynamic DNS
Block sites that are hosting dynamic DNS content.
Potentially Harmful Domains
Domains that exhibit suspicious behavior and may be part of an attack.
DNS Tunneling VPN
VPN services that allow users to disguise their traffic by tunneling it through the DNS protocol. These can be used to bypass corporate policies regarding
access and data transfer.
Cryptomining
Cryptomining allows organizations to control cryptominer access to mining pools and web miners.
INTEGRATIONS

—

* [Oobpe: be3neka Ha piBHi Umbrella DNS

* Kpawe: xmapHum cepsi besneku
Umbrella 3 secure web gateway (noBHu#
npokci) Ta firewall.

* Haunkpauwe: Bce

Be3neka piBHA DNS NponoHye yHiKaAbHMIA
3aXMCT



DNS: ocBITHA nporpama
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PeecTpaTtop
TOMEHIB

3icTaBneHHs 3anucie

IMeH 3 IP B "TenedoHHIN
KHN3I"

2 GoDaddy
‘oses’ SECURE

ABTOPUTATUBHUN
DNS

[Ty6nikauis «TenedoHHOI

KHUMM» Ta BONOAIHHS €1

~ .I i
"W’ amazon Route 53
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Q

PekypcuBHun DNS

LLlykae Ta 3bepirae
3anucu anst KOXXHoro
IMEHI

asco CIsco Umbrella
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XTO BMpiwye Bawi 3anutn DNS?

appliance

rl p06neM VI \ KopnopaTuBHbIn
\ UeHTp A

baraTo iHTepHeT-npoBanaepis P otae

YpnaneHHble

I'IpFIMe 3'€,ElHaHHF| (plﬂlﬁ PaboTHUKK

KopucTtyBadi 3abyBatoTh 3aBXau e Koproparwersi
BMNKAT VP N KOMMNbIOTEPbI BHyTpeHHuit Windows
DNS cepsep

Pi3Hi dopmaTu xxypHanis DNS

YnaneHHble
canTbl

KopnopaTuBHbIn

_—
uop C
L BHyTpexHui BIND ~
Cepsep

O PekypcusHbii DNS ans HTepHeT JOMEHOoB

atlver]n, y
tisen’ SECURE 2001 cisco snd/or s afiiates oud AETOPUTATUBHEIA DNS Ansi MHTpaHeT AomeHos

16



Use Umbrella DNS

5 208.67.222.222
Umbrella: Eanna rnobanbHa pekypcmBHa cny»b6a DNS soneraa

[lepeBaru

BryTpeHHun InfoBlox
appliance

[nobanbHa BUOUMICTb IHTEPHET-

aKTUBHOCTI oo
be3neka mepexi 6e3 fogaBaHHS KopropaTHBHbIiA
Mo6unbHble ueHTp B
3anMMOK @ ‘ KOMMNbKOTEPDbI BHyTpeHHun Windows @ @
DNS cepsep
KomMmnnekcHe 3aCTocyBaHHS NOSITUK
YnaneHHble

BuOMMICTb IHTEPHETY 3 XMapu

CaMTbI
KopnopaTusHbIn
ueHtp C
BHyTpeHHun BIND
Cepeep

@ PekypcueHbin DNS ans HTepHeT JOMeHOoB

. Cisco Public 17

bl Q ABTo MTaTMBHbIM DNS ana NHTpaHeT AOMeHOoB
CISCO SECURE ) 2021 Cisco and/or its affiliat rights p A P A
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DNS 6e3neka
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Buammictb i 3aXUCT BCI€El AiANbHOCTI, 3 ByAb-AKOro micus
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BobyanoBaHi B Aapo IHTepHeTy

[IPU3HAYEHHA CINER [.sneuno R 3,6,10k08BaHO
BuxigHe micue npu3HayeHHs abo OpuriHanbHUM X Mopagudikauis
3ab/710Kk0BaHa CTOpiHKa A A

KoHTponb 6e3neKku
. Mpasuna DNS Ta IP Bubipkosuit npokci
[NMMBOKa iHCNeKLis

+ [1pOKci-nepeBipKa pU3NKOBUX Q 9

OOMEHIB

- JdoctynHa po3wundpposKa SSL

IHTepHeT-TpaPiK
MeperkeBuin Ta Nno3ameperkesuin

‘dsco’ SECURE o IS = === e



3axucT pisHA DNS

[Mepwa niHia 06opoHU

Po3roptaHHA NO BCbOMY NIANPUEMCTBY 33
NiYeHi XBUNUHU

- BnokyBaHHA AOMEHIB, NOB'A3aHMX 3i malware,
diwmHrom, suknmkamm C&C

»  [IpPUNUHEHHA 3arp03 Ha CaMMX PaHHIX eTanax i
CTPMMYBAHHA LWKIANBUX NPOrpam, AKi BXKe
3HaxX04ATbCA BCepeaUnHI

- [lpnCKOpeHHA pearyBaHHA Ha 3arpos3u 3a
A0NOMOrOH IHTerpoBaHOI NAATGOPMHU
be3neku

‘tees’ SECURE

Internet/
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208.67.222.222
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LLinpoTa Ans oxonneHHA BCiX NOPTIB i MMbuHa Ana nepesipKu
NPOTOKONIB

.. _ OHOBNEHHSA
DNS i piBeHb IP Umbrella/Talos Ta napTHepcbKi KaHanw < Mogeni Umbrella:
Bi b 1P (pi DNS) a6 MaLLUNHHE
!,D,ﬂOBI,D,b pI?EHb abo CneuianbHi cnucku IP-agpec HaBYaHHA
nigKkno4eHHs (piseHsb IP)

Allow, block, proxy

IHTepHeT-TenemeTpis

WBRS/Talos + napTHepckue duabl
HTTP/S layer KactomHbie cnuckun URL
- Xew ¢pann
Panny Secure Endpoint
(AMP)

Allow a6o block

olllollll
CISCO S EC U RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public 21
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3anobirae 3'eaHaHHAM A0 Ta Nig Yac aTaku

IHQiKyBaHHA Yepe3 Web- Ta Email- Atakn Command and control

- Malvertising / exploit kit + 3aBaHTAXUTU WKIAMBE PO3LLUMPEHHSA
 ®iwunHr / Beb6-nocnnaHHn - Knwoui wndpyBaHHS

- Komnpomertauisa «waterhole» - OHOB/IEeHA IHCTPYKLiA

3VYMUHITb eKCPINbTPALLIKD AAHUX | BUKOHAHHA WKIANUBUX NPOrpam

et
CISCO S EC U RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



bBe33anepeyHa iHpopmauinHa 6a3a

MacKuBHI Ta PI3SHOMAHITHI
NaHI

+ >COTHI MApA, 3anuTiB Ha AEHb

- COTHIi MiNbMOHIB aKTUBHMUX
KOPUCTYBaYiB, COTHI TUCAY
KOMEPLUiMHUX NiANPUEMCTB

- 3190+ KpaiH

[locniaHWUKM 6e3nekun
Biaomi 4oCniAHUKU

- MobynoBa mogenewn, aki
aBTOMATUYHO KNACUPIKYIOTb

| OLIHIOKTbL AOMeHU Ta P

Cisco S E C U RE 0 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public
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~

Moaeni

[lecatkn moaenem nocCTinHo
aHaNi3yrTb MiNbUOHMK
CKUBUX» NOAIN B CEKYHAY.

ABTOMATUYHE BUABJIEHHSA
malware, ransomware Ta
IHLWMX 3arpos



baratorpaHHa KibepaHanituka

1. JlIeKkCHn4Hi

Kuse nepenbayveHHs DGA

= 2. leTeKTOp aHOManii
E&Cd agmn . i
» Vi) HewopasHo nobayeHi JOMeHM

- am»
E1C C)\ 3. DNS TyHentoBaHHsA

4. 3acHOBaHe Ha rpagdax
Moaenb 30iry yacy

'tees’ SECURE

':""'__ Botnet 124
Crimeware 3 ' 4
Exploit Kit 2'4
Phishing

='= Ransomware

4

Spam 24

Trojan 2 '3'4
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Umbrella

Investigate
®
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Umbrella Investigate

Bennka iHpopmauia ana WBUAKOroO COPTYBAHHA

Umbrella Investigate

- OTpmnmaunTte rmnboKy BUAMMICTb 3arpos3 3
HanBbiNbLw NOBHMUM OrNAAOM IHTEPHETY

 [lpUCKOpeHHA po3caiayBaHHA Ta pearyBaHHA | |
Ha iHLI,M,D,EHTM Domains, IPs, ASNs, file hashes

- BMABNIEHHA Ta NPOrHO3YBaHHSA LWKiAANBUX -
nomeHiB Ta IP / :

- 3barayymTe AaHi Ta CNOBIWEHHSA Y BalUiM
IHPPACTPYKTYPi 338 AONOMOTOK robanbHOI

iHOpMaLiiHOi chCTeMy -_—— @ -

SecureX Investigate console SIEM, TIP

Cisco SECURE



APl ona nerkol IHTerpauil

3barayyuTe AaHi Ta PO3WKNPIOUTE 3aXUCT ANA ICHYHOUYUX IHCTPYMEHTIB Ta NPOLLECiB
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—— KIMNEHTCbKE CEPEOOBULLE —

Mepexesi
NPUCTPOI

Ctek be3neku

-
1‘ J  Mpouecw

e

N/

Network
device API

=%

Reporting
API

UMBRELLA APIs

v

Enforcement
API|

o

Management
API

7

/1

Investigate
API

‘tees’ SECURE
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Umbrella




Use Umbrella DNS

208.67.222.222

. o 208.67.220.220
2 MiNIbUOH+ NOAIN 3@ CEKYHAY

CTaTUCTUYHI moaeni

11 minbapAais+ iCTOPUYHUX NOAIN

332 BUCHOBKOM

Moaenb cnifibHUX NoAin

Sender rank model ~ LL1abnoHM 3BUHYBA4YeHb

Secure rank model Mozesb MiKOBOro

PaHXUPYBAHHSA

3a acoulaulero
Mogaenb paHXunpysaHHA NLP
[lacMBHe moaentoBaHHA IP-npocTtopy
MepenbayeHHs DGA

Kopenauia nacusHux DNS i WHOIS
DNS TyHentBaHHA

© ¢C

'CISCO SECURE
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o W

Moaenb cniibHUX NoAin

JlomeHUn «3BUHYBAYYHOTbCA» MPU 33 NOAIAMMU

a.com b.com c.com X.com d.com e.com f.com

MOXXNUBUN WKIANNBUN AOMEH MOXNUBUN WWKIANNBUN AOMEH
Bigomunin WKiANMBUN AOMEH

CninbHi AOMEHHI NOAjTI 03HAYaKTh, WO CTAaTUCTUYHO 3HAYYLLA KiNbKiCTb 06'eKTIB byna
3anuTaHa oboma AOMEeHaMM OAHO4YACHO 33 KOPOTKMUM NPOMIXKOK Yacy

lllollll
CISCO S E C U RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public 28
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Moaenb NIKOBOro paHXMpyBaHHA

LL1abnoHM 3BMHYBAYEHb

Ll

36upaceTbea Ta Exploit kit
aHanNi3yeTbCA BENIMYE3HUM

obcar 3anuTis DNS

___________ y. com 3a6/10K0BaHO, nepLu
HIXK BIH 3MOXe p0o3no4yaTu
MOBHY aTaKy

O6car DNS-3anuTiB 36iraetbca 3 wabnoHom
BiZLOMOro KOMNAEKTY eKCNIOUTIB i MPOPOKYE
ManOyTHIO aTaKy

‘tees’ SECURE
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[TPOrHO3HUM MOHITOPUHT IP-npocTopy

3BMHYBA4YeHHA 33 aCOLMALIEID

[l03Ha4YeHHA NiA03PINOro AOMEHY Ta @ -
, , , 209.67.132.476 ()} ---------------- °
BiACTE)KEHHA BiadbUTKIB IP-aapec . .
laeHTU®IKauis iHWwKuX IP-agpec, aki
198.51.100.252 @

PO3MILLEHI HA TOMY XK cepBepi Ta . @
MaloTb OZIHAKOBI BiAOUTKM NanbLiB
3 : - %) | 198.51.100.253
@ 198.51.100.254 @

bnoKkyBaHHA Nigo3pinunx IP-agpec |
BIANOBIAHUX AOMEHIB . )

N
_/

'tees’ SECURE
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AHani3 reonokKauii IP

IHPPACTPYKTYpPa BY3iB

Po3TawyBaHHA IP-agpec Ana KOHKPeTHOoro

OOMEHY

DNS 3anutu

Po3TawyBaHHA mepeXki Ta aBTOHOMHUX NPUCTPOIB,
AKI 3aNUTYOTb AOMEH
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«Kuse» nepenbavyeHHa DGA

ABTOMATK3aLifA B be3npeueaeHTHMX macluTabax

®
T

al.com

az2.com
bl.com
c2.com

[ 3

KunBuM nNoTik xypHanis DNS {

BM3HAY€HHA MiNbUOHIB IOMEHIB,
6arato 3 akux € DGA

‘tecs’ SECURE

=

e

!

h

7/

/1

a.com + b.com

DGA

Configs

ABTOMATUYHUUN pPEBEPC-

IHXUHUPIHT

|

Ob6'eaHaHHA nap gomeHis C2 i
Bigomux DGA ans BuABNEHHA

HeBIAOMMUX KOHPIrypauin

b.com

BRA,

o+~ Configs

—— c.com, d.com, ...

[epenbayveHHsa 100,000s
MaNBOYTHIX AOMEHIB
IHTerpawia HoBUX
iAeHTUDIKOBaHUX KOHDIrypauin 3
DGA pna nocTinHoi igeHTudikauii
aomeHis C2

Use Umbrella DNS
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fgpxmvlisxpsp.me|[.Juk

beuvgwyhityq|.]info
gboondmihxgc.com
pwbbjkwnkstp[.]Jcom
bggwbijgjckk[.Jme
yehjvoowwtdh.com
ctwnyxmbreev[.]Jcom
upybsnuuvcye[.]net
quymxcbsjbhh.info

vggoosgpmmur.it

ABTODO/10KYBAHHSA
oomeHis nyny C2

BUKOPUCTOBYETLCA
TUCAYAMM 3Pa3KiB
malware3apasiB
ManbyTHbOMY



Moaenb paHXMNpPyBaHHA BIANPABHUKA

[TpOrHO3yBaHHA AOMEHIiB, NOB'A3aHMX 3i cnamepamm
)

PenyTauinHi cepsicu

|
a.spam.ru gheckspam.com
b.spam.ru ¢heckspam.com
Domain of Domain
sender A of service
!
¢ W
[ ] L)
[ ] o0
Mail servers

Bu3HayeHHA 3anuTIB Ha
BUABNEHHA Crlam-Cny»xb

Kopuctysayi DNS 85M+ nigaatoTbea
aTaKam pPi3HUX CNam-KamMnaHiun i
KOPUCTYKOTbCA NOC/yramu penyTauii

et SECURE 0 2001 cisco ang/or s sfiate

laeHTrdikauin

Nigo3pinux 4OMEHiIB

spam.ru

)

' ' |-->'

D

a.spam.ru I

b.spam.ru I

z.spam.ru I I

Mogaenb arperye rpadiku
NOMEHIB WOroanHu

KOpOTKi TUpaXKi TUCAY CNnam-/IUCTIB
BMKOpPUCTOBYHOTL Barato FQDN,

wob cxoBaTuca Big penyTauinHUX
cepsiciB

[NepeBipKa

MoZeneun
noBeaiHKu

Tun gomeHa

NonynapHOCTb
AOMeHa
UcTopuyeckas
aKTUBHOCTb
MoaBepXAeHHbIN
aomeH Hailstorm

D VD

D

Mogaenb ineHTUPIKYE
B/IACHUKIB JOMEHIB
Hailstorm

[licna nigTBepAKeHHA 3anuT Ha

3anuc WHOIS ana oTpumaHHA
peecTpaTopa

Use Umbrella DNS
208.67.222.222
208.67.220.220

p/" A Moaenb aBTOMaTUYHO NOMILLAE
% peecTpaTopa B CNUCOK
CNOCTEPEIKEHHSA

-~

SN HoBI AOMEHU PeeCTpyroTbLCA B
badguy  maiibyTHbOMY

Moaenb aBTOMaTU4HO
nepesipA€ HOBI AOMEHMU

x Hosi WKignnei AoMeHuU
6nokyroTbca Umbrella IT

Bhokynte AOMEHIB A0 TOro, AK
BiAOyaeTbCs aTaka

3N10BMUCHUKM YACTO PEECTPYHOTL binblue
AOMEHIB A5 BBeAeHHA QiLLMHIOBUX
nocunaHb abo 3aknukis C2 oo
LWKIiANMBOro NporpamHoro 3abesneyeHHs
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208.67.222.222
208.67.220.220
Kateropia "Hosi aomeHun"
3HUXYE PU3IUK HEBIAOMOCTI
O Umbrella’s Auto- ‘ 1. Any user (free or paid) requests the domain?
WHOIS model may 2. Every minute, we sample from our streaming DNS logs
predict as malicious 3. Check if domain was seen before and if whitelisted?
4. If not, add to category, and within minutes, DNS resolvers are updated globally
(O 3n0BMUCHUK @ Lomenu @ Before expiration? () Later, Umbrella
3apeEecTpyBas BUKOPUCTOBYHOTHC if any user requests statistical models or
AOMeEH A ANA aTaKu this domain, it’s reputation systems
logged or blocked as identify as malicious
newly seen
: OTeHUuanbH
Cisco !
tie He 3arpoza 0 3axuLLeHi
Umbrella HE3alUIEeHO

Cuctemu penyTauyji Llle He 3arpo3a He 3axuLieHo 3axuLLeHi

MNoayii Big, AHIB A0 TUXHIB XBUAUH 24 roguHu

1. May have predictively blocked it already, and likely the first requestor was a free user 2. E.g. domain generated for CDN service 3. Usually 24 hours, but modified for best results, as needed.

‘tees’ SECURE



HoBuK aHani3 i KaTteropi

[1na 6opoTbbun 3 TYyHentoBaHHAM AaHUX DNS

|

500B+ DNS-
3anNuTIB WOAHA

L

.

[10TOKOBI CUTHATYPHI noAil

ABTOMATMYHA igeHTUdIKaLia WKiaMBOi abo HaBMUCHOI ekcdinbTpauii
AaHUX ab0 IHCTPYMEHTIB 3 BiAKpUTMM KoaoM (Hanpuknag, DNS2TCP).

Use Umbrella DNS
208.67.222.222
208.67.220.220

A\

ABTOMATU3YUTE NOBEAIHKOBUM aHaNi3

Ta pobOTy aHANITUKIB

Py4Ha iaeHTUdiKaLia KOMepLUiMHUX NOCayr
(Hanpuknag, Bawa cBoboaa) abo HOPMU. KOPUCTYBAYIB LLLOTOANHW.

> F Malware
> | (e.g. PisLoader)

B Potentially harmful
Undetermined F
>

~~~~~~~~~~~~~~ domains*

> r DNS TyHHenunposaHue

\.

MallnHHe HaBYaHHA BUABJ/IAE BEJ/INKY KiNIbKICTb
NiAAOMEHIB 3 AaHMMUN KOAYBaHHA CMMBOIB. Plus BuaBnse

KNIEHTIB, AKi 3aNUTYIOTb BEIMKY KiNIbKiCTb CyOA0MEHIB

N\

> FEE vpN*

J

CKpbITbIY 6enbin
=

r CMUCOK

(e.g. AV updates)

*New categories: These are allowed by default, but can be blocked. And domains in these categories may have already been categorized as Malware or Botnet (a.k.a. C2 callbacks) by many other Umbrella statistical models.

'tees’ SECURE
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208.67.222.222
208.67.220.220

CtatnctmnyHi mogeni Umbrella IT B8 5 pa3is 6inbLu
PeNeBaHTHI, Hi}K 30BHILWHI 6a3n AaHUX

PeneBaHTHICTb BUMIPKOE, HACKINbKU
KOXXHEe MKepeno, WO NMpornoHye
IHdbopMaLito, 6/TOKYE aKTUBHI 3arpo3u
HaLLiN KNIEHTCbKIN 6a3i

5X
Bulla peneBaHTHICTb — KpaLle
OXOM/IEeHHS BiJ aKTUBHUX 3arpos

v

CtatuctuuHi mogeni Umbrella IT matoTb
OiNblU BUCOKY aKTyasribHICTb, OCKINIbKU
MoAeni WBUAKO aganTyoTbCs OO0
MIHNMBOIO NaHAwwagTy 3arpos. Umbrella 3rd party
statistical models feeds

‘tees’ SECURE



IHTEPaKTUBHA KibepaHaniTUK



Use Umbrella DNS
208.67.222.222
208.67.220.220

Cisco Talos: Hanbinblua opraHisauia 3 KibepaHaniTUKKU Ha
nnaHeTI

Mu 6aummo binblie, wob Bu
Mornun binslue 6aokyBaT Ta

LWBUALLE pearyBaT Ha
3arposmu.

- 400+ pocniaHUKIB Ta aHaNITUKIB

- 5 Mnpa 3anuTiB Ha penyTauito,
M1/ LWWOOEHHUX 3pa3kKiB
LIKIOQMBOro N3

- D MNP peakKuii kKateropusauii, 200
MJ1H IPs Ta URLs 6/10KYETLCA WOAEHHO.

‘tees’ SECURE



Use Umbrella DNS
208.67.222.222

CTaTUCTUYHI moaeni Ta MallMHHEe HaBYaHHA A

MacuBHa | po3noaineHa JlocniaAHUKU
SUANMICTB [1poBIiAHI aHANITUKU Ta
- 5 MinbapAis WOoAEHHMX 3aNuUTIB Ha AOC/IAHVKM
penyTaL,ito

Po3pobuTtn HaBYaNbHi
2 MnpA, 06po6AoTbCA WoaeHHi 3paskn  MOAS!, ARI dBTOMATUHHO
malware KNAaCUPIKYHOTb Ta OLIHIOKOTb
AomeHu Ta IP-agpecu
- 200+ HOBI BUABNEHI BPA3/IMBOCTI HA PIK

.CISCO S EC U RE O 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public

~_

Moaenu

[lecaTkn moaenen, aKi
b6e3nepepBHO aHANI3YIOTb
MiZIbUOHU }KMUBUX NOAIN B

CEeKyHAy

ABTOMATU4YHE BU3HAYEHHA
malware, ransomware,
Ta IHLWMX 3arpos3



baraTtorpaHHa KibepaHanitmka

1. JlekCn4Hi

Kuee nepenbayveHHs DGA

= 2. [leTeKTOp aHOManii
& Cd agmn . i
, i) HewopasHo nobayeHi JOMeHM

- am»
E1C C)\ 3. DNS TyHentoBaHH#A

4. 3acHOBaHe Ha rpagdax
Moaenb 30iry yacy

‘tees’ SECURE

':""'__ Botnet 124
Crimeware 3 ' 4
Exploit Kit 2'4
Phishing

='= Ransomware

4

Spam 24

Trojan 2 '3'4

Use Umbrella DNS
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Umbrella

Investigate
®
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208.67.222.222
208.67.220.220

[1lpo30pa HaBIrauiA
Investigate sBbyaoBaH B Umbrella

CISCO Umbre“a otrar)es  Investigate
© ‘e Smart Search e

Use Investigate Smart Search to predict, identify, and investigate the internet origin of attacks. We leverage an extraordinary amount of data from our security
methods, machine learning, graph theory, vector analysis, and other mathematical models to categorize and predict attacks before they happen. For more ini

Search hostname, URL, ASN, IP, or email address

Smart Search
Pattern Search
API Keys

Admin

‘A Gilad Rainer

SEE ACCOUNT SIGN OUT

Ooctyn ao Investigate 3 IT-koHconi Umbrella cnpoweHui. Tenep KOPUCTYBAYi MOXYTb LWBUAKO
nepemukaTuca Ha Investigate i 3anyckatm Smart Search abo Pattern Search.

+ KNiEHTU MOXKYTb LWBUAKO 3HAUTU KNtodi APl ans cBOiX opraHi3auin

‘tecs’ SECURE



Secure Web Gateway
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Umbrella SWG

Internet/
e s . Saa$s
baraTto d)yH KUIN | 3BeAdEHd 3BITHICTb ) D Saas app
3 EANHOI XMaPHOI KOHCOI ) eg. 0365
CkaHyBaHHA malware, aKke BK/HOYAE ABa aHTUBIPYCH Direct
Cisco Antimalware (AMP)

EnemeHT KepyBaHHA TUNOM panny

R/
I
/¥

[MoBHe abo Bnbipkose po3wmndposBKa SSL

Umbrella SWG
®inbTpyBaHHA KaTeropi abo URL-agpec ans

KepyBaHHA BMICTOM

Tunnel (IPsec)
CkaHyBaHHA ¢pannis y nicouHuui Secure Malware Secure VPN (AnyConnect)

Analytics (ThreatGrid) PAC files

Proxy chaining

BMAMMICTb 3aCTOCYBAHHA | A€TalbHUN KOHTPO/1b

[loBHa 3BITHICTb Ha piBHI URL-aapec — ={:

e oo
——ON/OFF NETWORK DEVICES—

asco SECURE



[MTpaBuna Umbrella

Ornap: Habopu npasun Umbrella 3a6e3ne4yyroms 0emasnbHUlU KOHMpPOnb i 00380a1810mMb cmeoprosamu binbw
CKNQOHI cmpamezii

MoXXnusocri
. =3

- CTBOpPEHHSA NeBHUX NPaBu, AKi

N03BONAOTb, 3a60POHATL abo

3ab0poHAOTb AOCTYN A0 NEBHUX .

pecypcis w
- [MowyK npasun 3a identity i metoto ... .
- [THYYKICTb Y CTBOPEHHI BEH-NONITUK .
- CTBOPEHHA BUHATKIB

''''''''''''' Imbrella DNS

‘dses’ SECURE ) 17.222,222

ZU5.07.220.220
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208.67.222.222
208.67.220.220

RaTeropiA

Limit Content Access
Access to these sites will be restricted based on the type of content served by the pages

3aCTOCYBAHHA NONITUK A0 BENUKOI KiNbKOCTI
cauTiB

Select Setting

Base Content

- KaTeropil BMiCTy BUKOPUCTOBYOTLCA A4 NONITUK

BUKOPUCTAHHA ( ”acceptable use pOliCiES” ) CATEGORIES TO BLOCK  SELECTALL
- KaTteropii 6e3nekun gna nonituk 6esnexku O Academic Fraud O Natwre
ans Adult v (J News/Media
Umbrella SWG BuKkopuctosye Kateropii Talos ans
BMICTY Ta 6e3neku o Tnemes e
Sexuality O Nudity
rIOHa'a' 1OO+ KaTerOPIM (J Alcohol (J Online Communities
OUHAMIYHI XMapHiI OHOBNEHHA A O Online Meetings
(J Astrology (J Online Trading
J Auctions > O Organizational Email

asco SECURE
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[MecouyHunua Cisco Secure Malware Analytics (Threat Grid )os.67.220.220

File Analysis

W File Inspection

@O Threat Grid Malware Analysis @

Sandbox Region: Europe

« MOXNUBICTb BUABNEHHA MPUXOBAHUX 3arpo3y
3aBaHTa)'KYBaHMX d)aﬁflax Set Your Sandbox Region

- Habip HoBuX panniB abo pannis 3 BUCOKMM
PU3MKOM PO3MILLYETHCA B i30/1IbOBAHOMY ct & senchc regn beon Tvow Gt i 8
cepenoBMLLI Ta CKAHYETbCA HA HAABHICTb LWKIAUBOI i I PErvOHbI"
aKTUBHOCTI/BMICT . . . EBpONa MM
Ona daiiny, y akomy Bigobpakatotbea nigospini Aii, S S, o CeBepHas
Bi,0OpaXKaoTbCA nonepeaxeHH AMEDUKA

[ns uboro ¢pamny oHosNoeTbCa Umbrella kibepaHaniTuka

SIG Essentials umeet orpaHuyenuns Cisco Secure Malware Analytics 500 ¢annos/aeHb

SIG Advantage BK/IlOHAET HEOTPaHUYEHHOE KOIMYeCcTBO GpanioB 1 AOCTYN K MOJHOMY BapUaHTy KOHCOM ANA 3 NOb30BaTeNen

'tees’ SECURE
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208.67.222.222
208.67.220.220
S Mal Analytics (Threat Grid)
Ornag B NicCOMHULU
- ®annu, aKki NPporLWNAN Yepe3 aHTUBIPYC Ta iHLUI + ®@annu, akux mu paniwe He 6a4nnum B Cisco - Wo6 Bu3HaunTK TN panny, mu
IHCTPYMEHTU (MeHLLe, HiXK Secure Malware Analytics i ski matoTb aTpmbyTy, BUKOPUCTOBYEMO libmagic Ta po3wmnpeHHs
50 M6 ) 3MoAenboBaHi B Linbosin moaeni Cisco Secure
Malware Analytics
File Retrospective @
Recent Retrospective Events
SHA256 Threat Score Malware Name Date Detected
7638f6d4a9¢cd3ea5fa88f0958dabebe745b2931b9%6eces. . W32.7638F6D4A9-100.SBX TG Jul 30, 2019 at 3:22 AM
526b2cad716f7dc1e568d5e68b8a251d19e129308806b .. W32.526B2CAD71-100.SBX TG Jul 27, 2019 at 3:23 AM
1a27fdf68d61964ddc13a62a75b15b7c94978def0b014. . W32.1A27FDF68D-100.SBX TG Jul 26, 2019 at 3:24 AM
49ade947bb9de 7ce36f9735f90758d8425f939¢c2ce84b6. W32.49ADE947BB-100.SBX TG Jul 25, 2019 at 4:31 AM
f9f23288188bc 12959e890084cc685db4aff9c50b95a52a. . W32.FOF2328818-100.SBX TG Jul 24, 2019 at 3:26 AM
1-50f 32 >

atlver]n,
CISCO S EC U RE O 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public
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[leTaibHUU KOHTPOb NONYAAPHUX SaaS-A0aaTKIB

- BnoOKyBaHHA NOCTiB/0OMIiHIB 40AATKIB Actions
coumepex - o
« BnoryBanHA npueaHaHux dannis ana webmail Download
 bNOKyBaHHA BUBAHTAXEHHA HA XMapHe L?d
. o Oa
CXoBulLle, Nnporpamu ana CnisibHol pQ6OTM, User P Partner’s cloud
odiCHiI nporpamun Ana KepyBaHHA BMiCTOM storage

TOLW,O.

box twitter¥ $3Dropbox (@) Pinterest Ql\/lessenger M Gmail facebook LinkedflJ =% slack

@‘lmtag«am &. Google Drive mS'ideShare D VYoulube vimeo (B WhatsApp v/ smartsheet %55 PASTEBIN

‘tees’ SECURE
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208.67.222.222
o 208.67.220.220
File type control — KaTeropii Ta TMNK pannis
Edit File Control Edit File Control
Search for and apply policy controls for downloaded file types. Search for and apply policy controls for downloaded file types.

All Groups | Audio

All Groups

1 &) Audio 1 aif
~1 ) Compressed files ~) cda
7] == Data and database ~/ mid
~) @ Disc and media files | mp3
~1 B Documents .
- & Executables J wma
1 1M Images wpl

& System related files

P« Videos

thea
.CIS.CO. S E C U RE O 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



XmapHa po3wmndposka SSL/HTTPS

- BuaumicTb i Habip npaBun be3neku ans

3aWMPPOBAHOro Beb-Tpadiky

- [Jewndpynte, noBigomnanTe Ta
nepesipanTe 3aWNPPOBaAHUM TPAPIK |
dannu

He noTpibHe gopore obnaaHaHHA

Heo npobnemu 3 macwtabyBaHHAM, KONU
30inbWyeTbCA 06CAr 3aWNMPPOBAHOIO
IHTEpHEeT-TPadIiKy

MOXNU1BICTb BUBIPKOBOT BULLINBKM

'tees’ SECURE

HTTPS Inspection
;

nfigure how Umbrella should handle

omains

ADD

Use Umbrella DNS
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Pexxum cymicHocTi 3 Microsoft

V' Pexmnm CyMiCHOCTI rapaHTyYeE, WO Tpadik

B M365 npo3opo npoxoauTb Yepes
Umbrella, ane Bu BCe 04HO OTPUMAETE

231101 qKi NOKpPaLLEeHHA NPOAYKTUBHOCTI 3aBAAKU
D OpraHi3auil, aKi NoKNagatTbcsa Ha M365 . Pall poay A

] _ o BUKopuctaHHio Umbrella Backbone
y CBOiX poboumnx npouecax i noTpebyroTb °.°.
BMCOKOI NPOAYKTUBHOCTI :- ". .V BukropuctaHHs APl Microsoft ans
D | ° o BM3HAYEHHA AOMEHIB ANA BUKNHOYEHHS
Microsoft He pekomeHay€e NnepeBipKy "o’
Tpagika ana M365 I v AKWO L0 GYHKLI0 BBIMKHYTO, MOMITUKM He
3aCTOCOBYBATUMYTbCA A0 Tpadiky M365
Y,

v Ane Umbrella Bce ogHO byae peectpyBaTtu
BeCb TPAPiK HA Ui AOMEHMN.

tees’ SECURE
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208.67.222.222
208.67.220.220

ATpnbyuia Ta ayTeHTUPIKALLIA KOPUCTYBAYIB

Security Assertion Markup Language (SAML 2.0)

- Service Provider (SP) — Umbrella

- |dentity Provider (IdP) —PingID, Okta, Azure, Duo,
OpenAM, ADFS, Ta iHLWIi B OCHOBHIN NiATPUMLI

BapliaHTU NiATPUMKM surrogates

- Cookie surrogate — Bumarae iHcnekuii HTTP/HTTPS, Bu
MOXKEeTe BKa3aTh Yac 3aBEpPLUEHHS

- |P surrogate - Nepesipka HTTPS He noTpibHa, 6inbLu
6e3woBHa ayTeHTUPIKauisa userlD

[Mpu3HayeHnn ana 6pay3epis, MOXKe He npaLoBaTh 3
“desktop apps”

‘tees’ SECURE
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208.67.222.222
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ATpubyuia Kopnuctysayva 3 04HOro CauTty

Citrix/TS moxe maTtu b6arato - Cookie surrogate nigTpnumye baraTto
KOpucTyBayis 3a ogHum [P KOpucTyBayis 3a ogHum |P

- Secure web gateway BUKOPUCTOBYE - NigTpumye virtual desktops (Citrix/TS)
SAML ayTeHTUdIKaLiO yepes Ta published browsers (Citrix)

cookie surrogate

W ——
A :
Kopucrysasi T Be6-cropinka

CninbHUM XOCT
CninbHun IP: 10.10.1.1

lllllllll crolib
casco SECURE
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SWG KopuctyBaudl Ta rpynu

- CSV BnBaHTaXeHHA

- PekomeHpoBaHe BuKopuctaHHa CSVDE Ha Windows
Domain Controller

- AD KoHekTop Active Directory sync

- @inbTpyBaHHA rpyn NiATPUMYETbLCA
- BCTaHOB/IEHHA CTaHAAPTHOro KoHekTopa AD 1.3.8+

- Tpeba oanH Domain Controller,
He Tpeba VA

asco SECURE



Use Umbrella DNS
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H O B E ! 208.67.220.220

Umbrella remote browser isolation (RBI)
Hosuu piBeHb 6be3nekun Ana niao3pinnx KOPUCTYBaYiB | CanTIB

« 3abe3neynTun i3oNALito Mix
NPU3HAYEHUM ANA KOPUCTYBAYa
NPUCTPOEM | 3arpo3amm, AKUMm
niaaaeToca 6paysep

» LLIBMAKe po3ropTaHHA, HEe 3MIHKOKYM
HaABHY KOH®Irypauito

« 3abe3neyye be3nevyHun nepernag, i3
3aXUCTOM BiA, 3arpo3 Hy1bOBOTO AHA

‘tees’ SECURE
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AV . .
“Remote browser isolation

3abesneuTe 6e3rneyHnn nepernan
BEO-CTOPIHOK I3 3aXUCTOM BI[ 3arpo3

HY1bOBOrO [HA

asco SECURE
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307 Redirect

Remote Browser
Container

Use Umbrella DNS

208.67.222.222
208.67.220.220




_ <—— 307 Redirect ——>

TR
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https://rbi-umbrella.com

V

Remote Browser

Container
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E

o -

Remote Browser
Container

asco SECURE
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208.67.222.222
B | | t 208.67.220.220
Ruleset Rules
Priority Rule Name Rule Action identities Destinations Rule Configuration
. . Any Day, Any Time
Isolate @ Block A\ deelecnons l::dSel - Change Schedule
) No additional configuration applied
@ Allow - Security Enforced
o Ruleset _ Allows selected ruleset identities access to
A asage destinations unless Umbrella detects a
Ruleset settings affect the rules within the ruleset and are 1| security issue. heir respective components before being set here.
& Warn
Ruleset Name Warmns selected ruleset identities before
allowing access to destinations.
Ruleset Identities
@ Block
Block Page Blocks selected ruleset identities from Edit
accessing destinations.
Tenant Controls Edit
© Isolate
File Analysis Isolates selected ruleset identities’ web v Edit
requests in a virtual cloud-based browser.
File Type Control UIsaueu Edit
aifear]n,
CIsco S EC U RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public 60
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RBI Reporting

Mozilla/4.0 (compatible; MSIE 6.0; Windows

File Name

oWy Isolated X NT 10.0; Win64; .NET4éOC; .fNEu.oe; IDCRL
19.10.0.17763.0.0; IDCRL- j
o Elfows  WackB N 16.000.27716.00; App svehost.exe, DS_AP300Series.pdf
, 10.0.17763.1, {DF60E2DF-88AD-4526-
‘ Q_ Search filters ] O Viewing AE21-83D130EFOF68}) )
Identity Used by Policy/Rul 5 stmL oo o File Extension
R Select All 403
eeponse P @ Rohit EC2 Roaming () pdf
— @ Allowed % Advanced Identity Content Type
@ Blocked @ Rohit EC2Roaming (=) text/htm File Action (Remote Browser Isolation)
i : Total Size in Bytes .. .
e o e ) | Original File Downloaded
& Rohit EC @ Rohit EC2 Roaming () P
Warn Page Behaviour SekectAl | G RontEC2Rosming  (2) | [|© Allowed (solatec) SHA256 Hash
e 8 RokECIRoaming | © | O 98d8ca50a4d1553b3cfc2c668c48350033ca?2
© Accessed during warn sess... @ Rohit EC Portals, Search Engines f60202359683fcf63d4291fffa0
g @ Rohit EC2Roaming () = Application Name
—— . & Rohit EC2 Roaming @ Microsoft Office Online Cisco AMP Result
ication Cat
© Isolated
=

Identity Destination Action Identity Used by Policy/Rule @ Internal IP External IP Categories
@@ Rohit EC2 Roaming  https://us-west-1-02760011-inspect.rbi-umbrella.com/safeview-auth-server/c... © Allowed = Rohit EC2 Roaming 172.31.13.61 34.208.29.202  Uncategorizec
@ Rohit EC2 Roaming  https://www.facebook.com/pages/create/ © Allowed (Isolated) f& Rohit EC2 Roaming 172.31.13.61  34.208.29.202  Social Networ
@ Rohit EC2 Roaming  https://www.facebook.com/ © Allowed (Isolated) & Rohit EC2 Roaming 172.31.13.61  34.208.29.202  Social Networ
@ Rohit EC2 Roaming  https://us-west-1-02760011-inspect.rbi-umbrella.com/safeview-auth-server/c... @ Allowed & Rohit EC2 Roaming 172.31.13.61  34.208.29.202  Uncategorize«
afrar]n, _
casco SECUR o Put 61
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[MopiBHAUTe onuii RBI

|30110BaHHA BEO-A04aTKIB

130110BaTU PU3MKOBAH] |301t0BaHHA ByAb-AKNX

Security Categories: Malware, - Content Categories: Chat, File « Any security categories, content
Command and Control Callbacks, Storage, File Transfer Services, categories, applications, and
Phishing Attacks, Potentially Instant Messaging, Organizational destination lists can be isolated
Harmful Email Professional Networking,

Content Categories: Social Networking, Webmail

Uncategorized - Applications: Various from Cloud
Storage, Collaboration, Office
Productivity, and Social Media
categories

asco SECURE
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Umbrella firewall 3axuwae 3anmntu, aKi iHILIKOE KNIEHT

3annTn 3 IHTEPHeTY

Internet

|
l
l
|
|
|
|

v

A
]

o

I
. ' 3anuTu Big, KNiEHTS

.
A

- ]

‘tecs’ SECURE

Firewall 06pobnse 3anuTn, Wwo
IHILLINOBAHI BHYTPILWHIM
KopucTyBayem i AKi HeobxigHi ans
3aXMUCTYy AOCTyNy A0 IHTerpaTtopa |
KOHTPO/1t0 BUKOPUCTAHHA
XMaPHUX A0AATKIB



e T Policies / Management

asco  Frewall Policy e

Use this policy to control network traffic based on IP, port, and protocol. Rules are evaluated from the top down. For more information about Firewall Policy, view

Manage Firewall.

[ FILTERS ] Q, Search Firewall Rule names or descriptions
3 Total
D Priority Name Status Action Applications
iy 9 Block SSH ;nabled @ Block ssh
0O 2 p2p rule ;nable 3 @ Block ::y P2p
D 3 DRIgIIERUS ;nabled /;Iow 2::)Iication

Protocol

Any

Any

Any

Source

Criteria

Any IPs
Any Ports

Any IPs
Any Ports

Any IPs
Any Ports

Destination

Criteria

Any IPs
1 Port

Any IPs
Any Ports

Any IPs
Any Ports

Hit Count

A 0/24hrs

C 25.0 /24hrs>

(" 69.1 k/24hrs)

Last Hit

A No Hits

Aug 24, 2020 -
09:33am

Aug 24, 2020 -
03:15pm

afear]n
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Use Umbrella DNS

208.67.222.222
208.67.220.220

BuaumicTtb i KOHTpONb goaatkis (Layer 7 AVC)

Internet/Saa$S
A A
- TyHentoBaHHA BCboro Tpadiky Ha Umbrella IT . )
. Non-web/
- BNOKyBaHHA PU3MKOBAHUX A0AATKIB i MPOTOKONIB site exclusions
(BMAUMICTb | KOHTPONb A0AATKIB 7-r0 PiBHA) M o » «i(
LleHTpanizoBaHe ynpasniHHA IP, nopTamuy, A"
NPOTOKONaMM i AoaaTkamu (piBeHb 3, 41 7) CD{W SWG
MepeHanpaBneHHA Beb-Tpadiky (noptn 80/443) m
ANA 3aXMCTy Beb-wn3y ~ L Umbrella ) ’
- Bumarae BuKopuctaHHa IPsec TyHenis A
Tunnel (IPsec)
V N ® see ._I:—-

. DEVICES ON NETWORK

asco SECURE



Use Umbrella DNS

208.67.222.222
208.67.220.220
Po3wu PEHHA AJIA BCIX TOYKOK 3dCTOCYBaHHA
4 N
p
. Secure web gatewa
3axucT piBHA DNS . 5 y
3 : . XMmapHun firewall [leTanbHUM KOHTPONbL Beb-404aTKIB Yepes
MANMICTb XMAapHUX 40A4ATKIB HTTP/S (nopTv 80/443):
y BaLwiil opranisaji - Layer 7 Application Visibility and Control P ' o0
. o O ‘
..+ BusmauTe noTeHuiiiHmi pusuk | o © PO3LIMPIOE BUAMMICTb, 3aXMCT | KOHTPO/Ib Ha: o g“g:y:;:“ MEPEAABAHHA B XMapHI e
li;.;. i 3a6ﬂOKYﬁTe KOHerTHi - He-Beb (He-HTTP/S) Tpadik porp ; ;...
nporpamum (sBussneHHsa 16 000 , _ _ - BnokyBaHHA Nybnikauin B coumepexax o0
¢ - [loAaTKu, AKi BUKOPUCTOBYIOTb 3apeecTpoBaHi IP-agpecu i
Aopakie) He pobaaTb DNS-3anuTy - BnokyBaHHA aTayis gna webmail
- :ip‘q%r:CayMM, Y AKUX ANA BUABNEHHA NOTPiOHE BUABNEHHA OBMEKEHHS BUKOPUCTAHHS (Tenant)
.
. J

.'Cll'S.éI(;. SECURE ) 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



OCHOBHI BaplaHTU BUKOPUCTAHHA

Layer 7 application visibility and control

bnokyBaHHA Shadow IT

[Mpuknaa: NpunuHiTb
BUKOPUCTAHHSA
HeaBTOPU30OBaHUX SaaS-
nporpam

WebEx no3BoneHunm

MS Teams Bigeo 3abopoHeHOo

Google meets
3ab0pOHEHUM

asco SECURE

bAOKYBaHHA HEe3axuueHUux
NOAATKIB HA HECTaHAAPTHUX
nopTax

[lpuknan: 3ynuHKa BigaaneHoro
BIPTYya/IbHOro TePMiHaNy B iHWKUX
MepeXKax

Hanpuknag, HeCTaHA4apPTHUM NOPT
telnet 8080

[lpuknan: 3ynuHka
nepenaBaHHA dannis

Taki ak FTP yepe3 HeCcTaHAAPTHUM
nopt 1003

Use Umbrella DNS
208.67.222.222
208.67.220.220

BAOKyBaTM HECAHKLIOHOBAHUI
Tpadik yepes3 HeCTaHAAPTHUN
nopT

[Mpuknan: NpunuHiTH
BUKOPUCTOBYBATHU
3a60poHEHUN Tpadik

bnOKyBaHHA BCbOro peer-to-peer
Tpadiky (Hanpuknaa, TOR abo
BitTorrent)




Use Umbrella DNS
208.67.222.222

Cuctema 3anobiraHHa sBToprHeHb Umbrella (IPS) 208.67.220.220

MOXNUBOCTI
Pe3ynbraTtu
* lMocunroe 3axuct Umbrella Firewall gna Tpadiky
KNicHTIB V' Tlpocte ynpaBniHHA 3 E4MHOrO iHTeppency
Umbrella
* BUKOPUCTOBYE CUrHATYpPHUM aHani3 (Snort 3)
ONA aHaNi3y meperkeBux NOTOKIB | 3aXUCTY BIA Buaanitb obmerkeHHs NPOAYKTUBHOCTI rOTE/IbHUX
eKkcn/yaTalii Bpa3nmeocTeit NPUCTPOIB, BUKOPUCTOBYHOUYN MaciTaboBaHy

XMapPHY EMHICTb

 Jloaae piBeHb 3aXUCTy BiAg WKIAANBUX MPOrpam,
6oTHeTIB, PiLUMHIY TOLLO. 3ynNuHIiTb Binbwe 3arpo3 3a 40NOMOror
HanePEeKTUBHILWOT cMcTeMU IHOOPMYBAHHSA NPO

* Bukopucrosye 40K+ npasun Cisco Talos ans 3arpo3m

BUAB/IEHHA Ta CNiBBIAHECEHHA 3arpo3 y pexxumi

PE€aNbHOI0 4acy BuaBneHHs Ta 6210KyBaHHA BUKOPUCTAHHSA
BPa3/IMBOCTEN

ST
ciIsco
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Use Umbrella DNS
208.67.222.222

Cuctema 3anobiraHHA BToprHeHb Umbrella (IPS) 20867220220

>r b

PiBHi 6e3neku ans
KPaLLoro 3axucTy

> b

asco SECURE

IPS 3 cirHaTypHUM
aHaniaom

Signature -based detection

Layer 7 06i3HaHICTD i
KOHTPO/b A04ATKIB

Layer3/4 MC3:
npasuna no IP,
NOPTY, NPOTOKON

UHTepHeT/Saas

CDFW

He-web /
BUKNHOUEHHSA
camTiB

%

K/
> " SWG
/¥y

He 3ab6n1oKoBaHUNA

I IPS IPS

C )

T Tunnel (IPsec)

] = =

DEVICES ON NETWORK



Kntovosi nepesarn Umbrella IPS

[lpocTOoTa

[MpaBuna IPS MoxyTb ByTH
CKNAAHUMMU

* EANHUM YHIDIKOBAHUM
nawbopa Ana ynpaBniHHA

* [MpocTi rnobanbHi npasuna
3 HAa/IAWTYBAHHAM 33 NiYeHi
CeKyHau

* YHikanbHi meTtagaHi Cisco

LONOMOXYTb BaM JIETKO
HaNaLWTOBYBATM NPaBMAa Ta

KepyBaTU HUMMU

‘tees’ SECURE

[1POAYKTUBHICTb

be3nekKa 3a cTabi/IbHOO
LLIHOKO

* |PS MmOX<e noripwuTu

NPOAYKTUBHICTb
NOKanbHOro bpaHamayepa

* XmapHa IPS 3abe3neuye

rapaHTOBaHy
NPOAYKTUBHICTb 6e3 WwKoau

ans 6esneku

EQEeKTUBHICTb

MiHAMBUN naHAWaPT
3arpos

* [HbopmaLis Npo 3arpo3u
Big Cisco Talos (MpaBuna
40K+)

* J1erko oTpumauTe HOBITHI

TexHonoril Snort 3 ansa
6inbwoi ePeKTUBHOCTI

* ABTOMAaTU4YHEe OTPUMAHHA
OHOB/IeHb Snort 3

Use Umbrella DNS

208.67.222.222
208.67.220.220

HaginHicTb

BiaAMOBOCTIMKA KOHCTPYKL,iS

* [nobanbHa NPUCYTHICTb
LeHTPYy 06p0bKM AaHUX

* BWUCOKa AOCTYNHICTb 3
Anycast ana astomatm3auii

BIAHOB/IEHHA Ta KpaLla
OOCTYMHICTb



Use Umbrella DNS
208.67.222.222
208.67.220.220

[Monitnka Firewall

< FIREWALL POLICY

IPS Settings

Select Intrusion System Mode

Protection vV

Apply To

(O Connectivity Over Security

This policy places an emphasis on network connectivity and throughput, at the possible expense of security. Traffic is inspected less deeply, and less rules are evaluated.

® Balanced Security and Connectivity
This policy attempts to strike the delicate balance between network connectivity and throughput and the needs of security. While not as strict as Security Over Connectivity, this policy attempts to keep users
secure while being less obtrusive about normal traffic.

O Security Over Connectivity
This policy places an emphasis on security, at the possible expense of network connectivity and throughput. Traffic is inspected more deeply, more rules are evaluated, and both false positives and increased
latency are expected but within reason.

O Maximum Detection

This policy places all emphasis on security. Network connectivity and throughput is not guaranteed and false positives are likely. This policy should only be used for high security areas and security monitors
must be prepared to investigate alerts to determine their validity.

afean]n
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208.67.222.222
208.67.220.220
Q_ Search for Signature names or SIDs

4 Default Signature Lists

List Signatures Last Update

U Balanced Security and Connectivity 8226 Block 472 Warn © 35596 Ignore Dec 30, 2020 - 09:50 pm v

U Maximum Detection 34007 Block 1376 Warn © 8911 Ignore Dec 30, 2020 - 09:50 pm v

© Connectivity Over Security 399 Block 110 Warn © 43785 Ignore Dec 30, 2020 - 09:50 pm v

U Security Over Connectivity 16313 Block 650 Warn ©® 27331 Ignore Dec 30, 2020 - 09:50 pm v

0 Custom Lists

List Signatures Last Update

Cisco



Use Umbrella DNS

' 208.67.222.222
AK Balla Nporpama nNpayroe 3 NOBHMM NAKETOM NOCAYT ..o 550 50

[lpasnna DNS, SWG | CDFW

. Hapcunnante Tpadik BcepeguHi tyHento IPSec y xmapy

. Pe3onsinr imeH B Umbrella DNS 6e3neka BignosigHO A0

NONITUKKU. TPaPiK PEECTPYETLCA.

. Tpagik nepesipaeTbca 8 CDFW (pisHi 3, 4, AVCi IPS).
Beb, AKMn He 3abnokoBaHnn y CDFW, HaacunaeTbca Ao
SWG (4). Becb iHWKnKM Tpadik nepesipaeTbea firewall

(KpoK 5). TpadiK peecTpyeTbCA.

. SWG nepesipsae BignosigHO A0 NONITUKU. TpadiK

DEECTPYETLCA.

. «Jlo3BoneHnn» Tpadik npoxoanTtb Yyepe3 NAT

'tees’ SECURE

NHTEpHET

Source IP: 146.112.X.Xx unu
T 155.190.x.x (Umbrella)

\

NAT (6)
—
> h <
(4)
) LY,
—
& >
(2) (4) /v
DNS resolver 3) FW SWG

101
(]
{6 Cisco Umbrella Q

VPN KoHueHTpaTop /

IPsec TyHHeNnb
1) Mpumep Source IP: 70.149.x.x

[ —

L] -—

—— _w =-|:-..
DEVICES ON NETWORK




OyHKUIoHanbHICTb CASB



Use Umbrella DNS
208.67.222.222
208.67.220.220

OcHOBHI TUNK baratopexkmmHoro CASB

In-band/proxy Out-of-band/API
BMCOKMM BNAMB HA PO3rOPTaHHA - Hu3bknn BNAMB
AreHT abo nepeHanpaBneHHsa Tpadiky - be3 areHTiB
Hemae APl gna 3axucty nporpam - [lloKknapgaetbca Ha APl xmapHUX 40AaTKIB
ObmerkeHa peTpoCneKTMBa - PeTpocneKkTuBHUMN
[pasmna poboTn B peXKMmi peanbHOro Yyacy - MpaBuna «Mmanxe» peanbHoro 4Yacy
Cxia-3axig abo xmapa B xmapy - YHiBepcanbHe NOKPUTTA
Yci nporpamum - ABTOpPM30BaHI Nporpamwm
.

'tees’ SECURE
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208.67.222.222
208.67.220.220

Tunun CASB (npogos»KeHH:A)

In-band/proxy °**| Out-of-band/API ©tt
Umbrella Umbrella
Buammictb i 6AOKYBaHHA A0AATKIB - BuasBneHHa malware B XMapHUX CXOBULLLAX
KOHTpOﬂb A04dTKIB Cloudlock
- BNOKyBaHHA BUBAHTaXeHHA ¢annis , , ..
(Dropbox/Box) MOHITOPUHTI/3anobiraHHA NoBediHLi

L _ KOPUCTyBayiB
- bnokyBaHHA npueaHaHb pannis (webmail)
[1ONITUKM XMAPHOro CX0OBMULLA
ROHTpOAb Tenants

- KapaHTuH Ta BigknmnkaHHAa DLP (out-of-
In-band DLP band)

App OAuth: BMAUMICTb | KOHTPONb

\ J \ J

asco SECURE
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208.67.222.222
208.67.220.220

CKaHYBaHHA WKIANMBUX NPOrpam Npautoe 3 api, MIXXXMapHe

Unmanaged e AP .
users 1=y Webex Teams PR Cisco
< >
Unmanaged T ___, 1] Office 365 - - Umbrella
devices -
box 33 Dropbox

Unmanaged N ___J
network - )

A

A

l
L

A
|
| |
- i
—) wml) =)
Managed Managed Managed
users devices network

‘tees’ SECURE



BuAaBneHHA Ta KepyBaHHA A0AATKaMWU

Buammictb «TIHbOBOI» IT Ta KepyBaHHA XMapHUMUMN A0AATKaMU

- [MOBHWUN CNNCOK BUKOPUCTOBYBAHUX ® i Kop Bacoy
XMapHUX A00aTKIB
- 3BiTW NPO KaTeropii Ta pU3NKHK i
0= Lo
- KinbKiCTb KOPUCTYBAYiB Ta obcAr @ = -
TPagiky i -
- BnokyBaHHA 3a KaTteropiasmm abo '; -
nporpamamm c .

uuuuuuuuuuuu

|

‘asco SECURE
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208.67.222.222
208.67.220.220

[leTanbHNUN KOHTPO1b AO0AATKIB

Control Dropbox

Select which settings should block or allow this application

Application Settings (3 selected of 3 total)

Default Settings
Applied in: Global Branch Policy, Security Only ...

HR App Restrictive
Applied in: High Restrict Group

Global App Allow
Applied in: Global Allow Policy

(0) Label application as | €) Not Approved ~

For more configuration options, go to Application Settings in the policy section.

CANCEL SAVE
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ROHTpPOMb gocTtyny A0 Tenants

Bnbip 06'ekTa KNOUOBMX SaaS-A04aTKIB, AKI MOXKYTb BUKOPUCTOBYBATUCA KOPUCTYBa4YamMm abo
rpynamwm

4 N
Global Allowed Enterprise Apps v
Select the cloud app or suite you wish to approve: / v C I SCO = CO m (CO rp. inSta nCE)
B Microsoft Office365 U .
OneDrive, Word, PowerPoint, Excel, Outlook, and more x De b Sm |th (Personal insta nCE)
& Google G Suite ©
Gmail, Hangouts, Calendar, Drive, Docs, Sheets, and more x BO b .JO n ES (Personal instance)
. J

% Slack U

Slack for Enterprise

OCHOBHI cpepmn 3aCTOCYBAHHSA

be3neka [TpOAYKTUBHOCTI
3abe3neyeHHa Toro, Wo KoOHIAeHLUINHI HapgaHHA gocTyny nuuwie o napameTpis
NaHi MOXYTb CTBOPIOBATUCSA Ta KOpNopaTUBHUX Nporpam saasS

'tees’ SECURE



Inline DLP

XMapHUU npokci DLP

Bukopucrosye SWG gna nigkno4YeHHA, mapLlpyTusadii 1a
aewndpysaHHa SSL

Knacuoikauis DLP
80+ BOyaoBaHUX Knacudikatopis
HacTpoBaHHA Ta 404aBAHHA B1ACHOTO

[Hy4yka nonituka DLP

MONU1BICTb 3aCTOCOBYBATK cneuundiyHi Knacndikatopm Ao
KOHKPETHUX KOPUCTYyBayiB

BObyaoBaHa 3BiTHICTb

BKNtOYa€E KOpUCTyBaYa, im'a danny, knacuodikauito, wabnoH 36iry,
BUHSATKM TOLLLO.

alvan]n
CIsSCcoO S EC U RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public
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® ‘die’ DLP Data Classification e

ilvarln Polcies ! Maregeman
© ‘oo DLP Rules o

apomrg ! Adamonal Repons

® e DLP Report

887 Tomal
Detected v identiry Namae Oestination Classification Action
Aug 13, 2020 a1 3.31 PM i ProxyChain Content ADp-tester-workspace. siac 1 Match Confidential Class fication ® Block
‘ Aug 13, 2020 51 3.22 PM ‘%. PraxyChan Content SO0 -tRSter - WOrKspace slac Confidenmial Class ficston ® Block
Aug 13, 2070 mt 127 PM ‘:_ PraxyCham [ Ly SO0~ 180ter-WOrkspace siac .. 1 Maach Conficdertial Class ficabon @ Hinck
Aug 13, 2020 at 3.06 PM ‘:_ PraxyChan Conrent ap@-tester-worespace siac Confidential Class fication ® Biock
Aug 13, 2020 st 3.08 PM o, ProxyChsin et FOP-TESTEr-WOrKspace slac m Conhdential Class fication ® Block
Aug 13, 2070 at 108 PM g, PraxyGhan testpdfl  fes slsck.com Confidertial Glass fication ® Binck
Aug 13, 2020 a1 3:06 PM o, ProxyChan testoof fimn.slack.com 1 Match Confidential Classfication ® Biock

Currently LA. GA target July 2021

82

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



Data-at-rest, sBuasneHHa malware (APIl-based)

Dannun, aKi MicTaTb malware B XMapHUX
CXOBMLLAX, MOXXYTb 3aBdaTu 3HaAUHOI
LKoau

Malware BXoAUTb/BUXOAUTb Yepes:

- By3nu, Ha AKMX He BcTaHoBNeHun Cisco Secure
Endpoint (AMP)

- HekepoBaHi npucTpoi
 30BHILWHI NPUCTPOX

PiLLeHHA:
- CKaHyBaHHA peno3nTopiiB i nepesipka pannis

3anobiraHHa nowupeHH malwari MiXK cantamm Ta

asco SECURE

Use Umbrella DNS
208.67.222.222
208.67.220.220

alvaln Jeportng | Core Reports : *
© Ui Cloud Malware ® ©

548 658 Malware remidiation progress Malware f
’ a
Total files scanned (Dec 19, 2018 at 2238PM )

95
Malicious files found

32
Malicious fles owners

&9 Q
KOPUCTYBa4Yammu

Two apps included in SIG Essentials
All available apps included in SIG Advantage



é o] Reporting / Additional Reports ¢,

asco  Cloud Malware Lol

Cisco Umbrella

Overview

Deployments
Total files scanned Platforms Malware found Users with malware

poces 63,916 3 ox @ 208 17

Reporting
Scan complete.

Core Reports

Security Overview FILTERS Q. Search for file name

Security Activity
Platform Select All
Activity Search (O Dropbox Malicious Files {:}
J Box
App Discovery R
D Webex Teams Platform File Name Severity ¥ Detected A Exposure Status De: )
s Severity Select All
Box 527KBFile.zip &r» Aug 14, 2019 at 8:40 AM  Private Quarantine in progress  PUA « ¢«
Total Requests m
() © Medium | '
., Box jptrnpd.exe _ high Aug 14, 2019 at 8:40 AM  Private New See Full Details I °°°
Exposure Select All
Ton Dastintions O Public Box eicar.txt C high | Aug 14, 2019 at 8:40 AM  Private New Quarantine oo
O Organization _ : .
Top Categories ‘ Box Java_bad5 m AUg 14, 2019 at 8:40 AM Private New Win, ¢«
(O Domain
Top Identiti O Group : : _ : _
op Identities Box silverlight_bad3 C high Aug 14, 2019 at 8:40 AM  Private New Silve o
D Private
Cloud Maiware Box donk001-01.exe  @ETTD Aug 14,2019 at 8:40 AM  Private  New W3% oo

Status Select All




[1IAKNHOYEeHHA Ta IHTerpaulia
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iaknoyeHHa oo Umbrella

4 )
[103a mepexer [ KnieHT/3axmnwennin VPN ]7 MepeHanpasnse Tpadik/IP yuepe3 DNS
He noTpibHi kKopekHTOpU/Pannmn PAC
>
) . Anycast mapwpytnsauia
BuyTpeHHuit DNS/DHCP KNIEHTU HEe NiAKNYATLCA A0 LI,O,EL
? i Umbrella
B Mepe)Ki MepexxeBi NpUcTpox
VA 1a AD KOHEeKTOop

Customer

‘tees’ SECURE
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208.67.222.222
208.67.220.220

Po3ropTaHHA NO BCiN mepeXi 3a NiYeHi XBUJINHN

4 3 4 \ e N
[} e oo
N
~
) e 9 e L
o i ® (—_) N
DNS/DHCP ISR1K / 4K SD-WAN Meraki Secure VPN I0S and Umbrella
cepsepu, (Viptela) MR (AnyConnect) Android Android client
Wi-Fi APs roaming apps
module
MpocTa 3mivHa - Hanawtysatv nonituku ans VLAN/SSID;
:A%;?J;Vyga”';glﬂfi‘” [0aBaHHA TeriB ANA AeTaNbHOI GinbTpaLii Ta 3BiTyBaHHSA NetanbHa GinbTpaLis Ta 38iTyBaHHS
DNS - BbypgoBaHa iHTerpauis B MepeXki Ta N03a Helk
(AocTynHum BipTyanbHui npunag ana Umbrella)
~— EXISTING — - HACTPOKOBAHHHA o ~ HANALLTYBAHHHA o
MEPEXI ENDPOINT

tha
.CIS.CO. S EC U RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public
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208.67.222.222
208.67.220.220

3aXUCT mepexi 3a aonomoroto DNS-cepBepa

q : P Laptop IP
Internet wno3 13.1.;3

BHyTpiwHin DNS Server
20867222222 4-----=-=-=-=-=-=-=--- > ée ) o e N - - - === = - >

. ™ e
Bawa NOAITUKA BuxigHuii IP 10.1.1.1
3actocyBaHHA nonituk DNS ao 67.215.87.11 308BHiwHi DNS pe3onsiHr
67.215.87.11 DNS cepsep 208.67.222.222
10.1.1.1
\ YOUR NETWORK -

‘asco SECURE



BHYTPIWHIN MOHITOPUHI MepeXxi

3 Umbrella virtual a

208.67.222.222

Bawa nonituka
HanawTtyBaHHs ans

10.1.1.3

‘tees’ SECURE

© 2021 Cisco and/or its affiliates.

Use Umbrella DNS

208.67.222.222
208.67.220.220
ppliance
( - - W \
BHyTpiwHiKN DNS
o L)
Bcraska 10.1.1.3, GUID ta Org IL Sleor\;elr iP
EDNS 3anpoc, wudpyBaHHA Ta T
MapLpyTmn3auifa f
' Laptop IP
Internet gateway v 18.1.1p.3
1~ Umbrella VA
------ &8------» —)J'(- “«-----@-----> _ D
Appliance IP o=
BuxigHa IP-agpeca 10.1.1.2
67.215.87.11 DNS Cepsep
DNS-cepsep 10.1.1.1
10.1.1.1 BHYTPILWHIK JOMEH
office.acme.com
. y,

All rights reserved. Cisco Public

YOUR NETWORK
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208.67.222.222
208.67.220.220
Yepe3 koHeKkTOp Ta Umbrella virtual appliance
4 A
AD cepsep
w/AD KOHEKTOPOM
Acouiauia CEO ¢
EXEC rpynoto Accoumauma CEO c
(4epe3 HTTPS 10.1.1.3
Internet gateway push) BHYTPILLHI
DNS-cepsep
4-------c------ >
208.67.222.222 I11l1C F-S ;> > o ...
B . Appliance IP DHCP IP
dalla I'IOJ'IITMKa BMXi,qHa IP-anpeca Bctaska 10.1.1.3, 10.1.1.2 10.1.1.1
3acTocyBaTu BCi HanawTyBaHHA Ons 67.215.87.11 GUIDmn OrgID 8 DNS server
EXEC grOUp DNS cepBep EDNS 3anwur, 10.1.1.1 Laptop IP
(GUID = CEO, unex EXEC rpynu) 10.1.1.1 LIMPPYBAHHA Ta Internal domains 10.1.13
maplipysscalis office.acme.com
A
e e e e e o
N YOUR NETWORK 7

‘tees’ SECURE

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Use Umbrella DNS

208.67.222.222
. 208.67.220.220
3axuct no3zamepexkesux Win/Macs
Yepes Cisco Secure Client
Secure VPN
Internet gateway (AnyConnect)

208.67.222.222 <------

BKNKOYAE YHIKAaNbHUN
iaeHTUdikatop i GUID (akwo AD)

Bawa nonituka

Mepexesumn |IP no 3anuty EDNS, wudpysaHHA Ta
3acToCyBaHHSA BCIX NapamMeTpiB 3axucTy Ao N/A mapLipyTu3auii
iaeHTudgikaTopis DNS-cepsep
N/A
Cisco Secure
Client
\ YOUR NETWORK -

aifear]n,
CISCO S E C U RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



Use Umbrella DNS
208.67.222.222
208.67.220.220

TyHentoBaHHA TpadiKy

Example

[MponyckHa 3aaTHIicTb IPsec Data center region code US-1

- 250 Mbps 3a 3amOBYYBAHHAM, 3 MOXKANUBUM
30iNblUEHHAM Santa Clara
146.112.66.8

- MOXHa BUKOPUCTOBYBATU Ki/ibKa TYHENIB Secondary

CneuianbHl MOXXNUBOCTI In case of primary failure,
T . . uses secondary DC in the
MiaTpumka primary i secondary DC same region
- Failover Ha gpyrnn LO/ 3a gonomoroto Anycast
- BuasneHHsa nomunok yepes IKE dead peer 0 DR Site
detection -)¢(- Dynamic failover no
configuration required
e Dallas TX
| \ _)i(_ <« . Automatic
Branch

Cisco S EC U RE 0 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



SD-WAN




besneyHnn SD-WAN

[Hy4YKa apxiTeKTypa Cisco An1a mepe Ha OCHOBI HAaMIpIB

On-premise | Cloud | Multi-tenant

Byab-aKke po3ropTaHt Vianagement Automation | Network Insights | Machine Learning | Al
& Analytics

Open | Programmable | Scalable

o . Multicloud Multi-Layer | | SaaS
Byab-sika nocnyra & | Optimization Security, | | «<a@t)) | Analytics 8 Voice Optimization

V4 0365, Webex

ByAb-AKMIA TPaHCNOPT %

byab-ake micue % Branch ﬂm Colocation AWS Cloud Remote Work

* Software Defined Cloud Interconnect

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 94



Bnbip: Viptela abo Meraki

Meraki Full Stack

MpOCTUN Ta IHTYITUBHO
3p0O3yMinuun
LLIBUAKE pO3ropTaHHA

OnTumizoBaHMM 3a BapTicTio HW

Powered by

‘teen’ Meraki

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

SD-WAN

Bumarae kKomaHaHoi poboTu

UTM
CermeHTauin
IPv6

CknagHa maplipyTtm3sauia

Cloud On-Ramp
SASE ready

IBN Multidomain

[HYYKi AU3aNHU

SRST/UC

FEC / Packet Duplication/DRE

SDCI

Powered by

7
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Umbrella ana Cisco SD-WAN

ABTOMaTU4YHa be3neka ana SASE

- BbygoBaHa aBToMaTM3aLia: PO3ropTaHHS
|IPsec-TyHeniB Ha TUCAYax BY3NiB 332 NIYEHI

XBUNTUNHU

- CnpouweHe ynpasniHHa: OaHa KOHCONb ANA
BCiX 0QiciB, BKKOYAO4YN aBTOHOMHI NPUCTPOI

- [MornnbneHuun ornag i KOHTPONb:
SWG, CASB, i xmapHuu Firewall Ha piBHAX 3, 4 i

7

‘tees’ SECURE

Use Umbrella DNS
208.67.222.222
208.67.220.220

{6 Cisco Umbrella

DNS-layer
security

o

L)
I
/Iy

Secure web
gateway

e

Cloud-delivered
firewall

(@

Cloud access
security broker
(CASB)

f )

/\.’

Interactive
threat intel

/

HQ

DIA

Branch



ABTOMaTU4YHe cTBOPEeHHA |IPsec TyHeniB

Cisco SD-WAN SASE

- Hapicnaswwu wabnoH dyHKUIi SIG,
aAMIHICTPATOPU MOXKYTb BCTAHOBUTHU
TyHenb IPsec B Umbrella SIG

- 0€e3 LbOoro pilleHHA KNIEHTN NOBUHHI

BPYYHY BCTAHOBUTU TYHENb ANA KOXHOrO
NPUCTPOIO B MepeXi

é\o Cisco Umbrella

Use Umbrella DNS
208.67.222.222
208.67.220.220

K/
o I
X R

DNS-layer Secure web

\secu rity gateway

& @ 7

Cloud-delivered Cloud access Interactive

firewall security broker threat intel
(CASB) J

A

Tunnel (IPsec)

|

DEVICE EDGE"

Sa

3 TakKumu moxknmsoctamum SD-WAN A03B0S€E WBUAKO | NPp030p0 iHTerpyBaTtuca 3 Umbrella

asco SECURE



Use Umbrella DNS
208.67.222.222
208.67.220.220

LLIBMAKe BNpoBaaKeHHA: NnpuckopeHHA be3neku tTa ROI
Cisco SD-WAN SASE

Po3ropTtaHHAa SD-WAN 3aMmaE€ niveHi XBUNUHMN:
Umbrella

- SD-WAN Edge aBTOMaTU4YHO PEECTPYETLCA B
Umbrella W

- He Tpeba BBOAMTU Knto4i API N

- 3axuweHunn knd APl aBTomaTtnyHO HTTPS session
HANALTOBYETLCA HA edge NPUCTPOI [

DEVICE EDGE"

New DNA-Premier package

asco SECURE



ST
CciIsco

BapiaHTu IHTerpaull

Meraki MX Ta Umbrella

-~

-

®a3zal
Meraki dashboard and user interface
simplify tunnel creation

Internet/
SaaS

Cisco Umbrella

? A
DNS Proxy .’ SIG

L]
e.g. guest traffic *** e.g. critical traffic

L

|
— .

MX IPS / AMP

TLE

~

SECURE

IPsec Tunnel Connectivity

Choose per site

Flexible security
options

Automated SD-
WAN fabric

iIntegration

Use Umbrella DNS
208.67.222.222
208.67.220.220

/

®az3a 2
Auto VPN extends Meraki’s SD-WAN fabric
into the Umbrella cloud

Internet/
SaaS

Cisco Umbrella

Meraki Umbrella
? A SD-WAN Connector

DNS Proxy .° SIG

L )
e.g. guest traffic =*° e.g. critical traffic

SD-WAN fabric

MX1PS/AMP

ITH=E

\

SD-WAN Fabric Integration



Use Umbrella DNS
208.67.222.222
208.67.220.220

KypHanu 36epiratotbca B Amazon S3

S3 MepeBaru CxoBuule goctynHe B €EC

3awmndpoBaHe CXOBULLE 3 NOTPIMHUM pe3epBYyBaAHHAM 3MEHLLYE 3aHEMNOKOEHHA LWOA0 36epiraHHA AaHuUX

BbynoBaHa iHTerpauia SIEM/log aHanitnkm 36epirac aaHi 10 EC
Bukopucrtosyute nepcoHanbHum bucket, abo Cisco bucket

LleHTpanisoBaHHe KepyBaHHA XypHanamu S3

Visibility on- or off-network

Pre-built integrations . ]
-------------- + splunk> @elastlc sumo logic {)rFIrRccYe
TAP

,i‘\
g @ J aries L T L T e > QRadar ArcSightC nitrosecurity £ AnySIEM
Amazon APIs

asco SECURE



Secure Access Services Edge



Use Umbrella DNS

208.67.222.222
208.67.220.220

Gartner: Secure Access Service Edge (SASE)

ROHBepreHLuia cepBiCIB mepeXxi Ta SASE Convergence

be3neku , BKJIKHAKO4Y U Network as a Service Network Security as a Service
SWG, CASB, DNS, firewall-as-a- @ @

services, SD-WAN Ta apxiTeKTypu oo SensitiveData  goqyrg e Threat
zero trust

¥ 4

Market Convergence

« SD-WAN * Network Security
» Carriers - CASB
- CDN * Cloud SWG
« WAN Optimization « ZTNA/VPN
* Network as a Service « WAAPaaS
« Bandwidth Aggregators « FWaaS
* Networking Vendors * DNS
+ RBI

Gartner, The Future of Network Security
Is in the Cloud, Neil MacDonald, Aug 30, 2019 Secure Access Service Edge

asco SECURE



Use Umbrella DNS
208.67.222.222

SASE noBepTae Bam KOHTPONb HaA CUTYALIEID 208.67.220.220

HapgaHHAa 6e3ne4yHoro gocryny 3 6yab AKOI TOYKK PobuTb BaL Bi3HeC Binbll rHYy4YKMM

A4

[lepemillye enemeHT KepyBaHHA 40CTYNOM A0
PERIERY .py - : y : EdeKkTBHa moaenb AK NOCNYru
PAHUYHOrO PIBHA Mepexi

et
CISCO S EC U RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public 103




Use Umbrella DNS
208.67.222.222

3 pilweHHAMM CiSCO MU MAEMO YHIKAZIbHI NO3ULLIT 20567220220

Hanbinbwmm nocTtavyanbHUK PilieHb 3axuct 100% Jlipep Zero Trust BXKe Ki/lbKa POKiB
SD-WAN Fortune 100 nocninb

Cisco S EC U RE 0 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



Use Umbrella DNS
208.67.222.222
208.67.220.220

End-to-end sBuanmicTb R

PobiTHUK/ micue SASE MpoBaingep

x \ [ SD-WAN ]\
EEEEE | | | L ) N s,
) EEN Private DC

C BN . Middle Mile | foronorne

[::::] """""""""" EEEEE S ot
— [ Security J/ C—m C_F(SQ}

- / N / - /

Reduce cost Improve user experience Minimize risk
Decryption & inspection addressing data loss, leveraging
a true zero-trust approach dCross

the IT diameter

Bring services closer to user and leverage middle-mile
partnerships + password-less authentication to optimize
srese . connections

Improve OpEx with circuit consolidation and
consolidation of Ul touchpoints

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



Use Umbrella DNS

208.67.222.222
208.67.220.220

SASE Software defined WAN

Software Defined Connectivity

\
ﬂ "l "‘
” :X: o= amlle
Automation and Cloud On-Ramp Middle Integrated Dynamic Analytics, SaaS
Cloud-Based and Multi-Cloud mile optimization security and performance Telemetry, Smart
orchestration access macro/micro routing thresholds
segmentation
Zero touch €41Ha KOHCO/1b [HYu4Ki Ta IHTEerpoBaHi MNepenbayvyBaHa [lpoakTMBHE
OHOOPAVUHT Ta OPKECTPYBaAHHSA NPOrpamoBaHi eNeMeHTU NPOAYKTUBHICTb 3abe3neyeHHs
3abe3neyeHHs XMapPHUX MepeXx BapiaHTH KepyBaHHA AOAATKIB | Mepexi Ta
B3aEMO3B'A3KY be3nekoro Ta KOPUCTYBANIbHULLbKM MepeKeBi onepaLii
MepeXeBoH N AOCBIA,
NONITUKOKO
\ J

asco SECURE

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



Use Umbrella DNS

208.67.222.222
208.67.220.220

SASE Cloud security (Security Service Edge)

Xmapa 3abe3neuye 3axucT Big 3arpos

D /7 &)
S5 == % R r§_\ 3
\-.o" i | o ‘ / ®
DNS-layer Cloud- Secure web Cloud App & Remote Interactive SecureX
security delivered gateway Data Security Access threat intel Platform
firewall (CASB & DLP)

v

v

v

v

v

v

v

MNpUNUHITH L7 6e3neKa Ha MosHa BuaBneHHs, XMapHun KOHTEKCT 3arpo3u Buammictb no
3arpo3un 4o Toro, BCiX camTax, Lwob BMAMMICTb/KOHTPO/Ib 3BITYBaHHA Ta be3nevyHum B peXuMI BCbOMY CTEKY
AK Tpadik 3yNUHUTY HEBe6- URL6-a,qpecm ANns KepyBaHHA BiAJaNeHNI peasbHoro 4acy, 6e3neku 3a
noTPanuTh A0 3arposu i sk BMKOPUCTaHHAM [OCTYN LLLO MPUCKOPIOE LONOMOTOHO
. BUKOHAHHA NONITUKU p03Cﬂi,ﬂ,YBaHHﬂ Ta
MepeXi e e XMapHMUX aBTOMaTU30BaHUX
nonepeaHix 3arpo3 A0AaTKIB pearyBaHHA Ha i

asco SECURE

IHUMAEHTU
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SASE Zero trust

XmapHa igeHTudikauia Ta MOXXAUBOCTI A0BipKU

Use Umbrella DNS

208.67.222.222
208.67.220.220

-y ] Py 4

Adaptive Device posture Least privileged Continuous
MFA and health access verification

v v v v

MNepekoHaunTecs, Wo OUjHiTb i 3acTocymTe Zero Trust - 3a6e3neunTu KoxkeH noriH oTpumye
KOPUCTyBayi € TUMM, 33 nepesipky endpoint 6e3neKy Ta No3uLo Npu NOCTINHWUM aHani3
Koro cebe B1AalOTH nepez, BXOAOM B CUCTEMY KOX¥HOMY Bxogi B 6e3neku
nporpamy

o
i

_a

Behavior
analytics

v

Buasnaure Ta
nosigomnsunre npo
aHOMa/IbHY, HE3BMYANHY
Ta NiA03PiNYy aKTUBHICTb Y
BX0Ai/pocTyni

KoxkeH Kopuctysay. KoxxeH npuctpin. KoxxHa

‘ts¢o’ SECURE o2 | nporpama.

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



SASE Visibility
IHUMAEHTIB WBMUAKO 3 Kpawmumm pe3yibTaTaMm aNAa KOpUCTyBaya

~

App performance

s O

Internet and
WAN health

v v v

130nAuis npobnem i3

Path visualization

Bu3sHauTe npobnemn, IHTEepHeT - ue Balla HOBa

3aCTOCYHKamu BiZ, noB'A3aHi 3 rnobanbHa mepexxa.
npobaiem i3 mepesketo NOCTa4a/IbHUKOM NOCAYT, KoHTpoAntouTe noro
PO3TaLlyBaHHAM Ta NPOAYKTUBHICTb
iHTepdencom

Correlated insights to take action

KopucHa iHpopmauin, aky KomaHam IT Ta Ops BUKOPUCTOBYIOTb A1 BUPiLLEHHA

?

o

BGP route
monitoring

v

MepekoHaunTecs, WO
npobnemu 3
MapLIpPyTU3aALIED B
IHTepHEeTI He BNAMBAKOTb
Ha KOPUCTYBaYiB i CNy»bu

Use Umbrella DNS

208.67.222.222
208.67.220.220

L

Remote worker
experience

v

bisHec-nporpamm marTb
OyTK AOCTYNHUMMU, KONU
CNiBpOBITHUKMK
NPaLoTb 3 A0MY

BuanmicTtb Big, KOXXHOro KOpMUCTyBauda, Ao byab-aKoi nporpamm, uepes

Al Oyab-aKy mepexy.

asco SECURE
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SASE AreHT

g2 " } |
\(‘\ YHipiKoBaHMUM areHT, Wo NoeaHYE 6e3neKky Ta BUAMMICTb

Use Umbrella DNS

208.67.222.222
208.67.220.220

O
A )
-
- 9
L0 [ e L3 A
Advanced VPN Endpoint Compliance Network Visibility Cloud Edge / SASE End to end
Encryption
KopnopaTuBHMIX AOCTYN MepesipKa endpoint ®diKCye KiHLEBY TOYKY Ta IHTErpyeTbCca 3 XMapHMM 3MEHLLYNTE PU3MKMK 33
34 A40NMNOMOIror posture Y OPOTOBUX, HOBe,D,iHKy KOpVICTyBaLIiB KOMMOHEHTOM be3neku A0MNOMOroro HaCKpiBHOI‘O
PO3LWMPEHOr0 KOHTPO/THO 6e34p0oToOBUX MeperKkax SASE DNS Security i WwndpysaHHA data-in-
A0CTyny Ta mepexax VPN SWG-KOHTEHTOM motion
J

asco SECURE
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Use Umbrella DNS

. . 208.67.222.222
Cisco SASE ApxiTeKTypa 208.67.220.220
R HacKpI3Ha BUAUMICTL N
< \ 4 ) )
Consumer SASE Provider
Secure Edge S[_)_WAN
et somenaton N g0 private DC
Application Application Multi-cloud
@ Visibility Aware Routing Access
Middle Mile laas
. . Optimization :
Secure Remote Security Service :
Worker ZTNA ——bkdge ~ Internet
DNS security NGFW CASB / DLP
D D Software VPN Device Posture [ SecureWeb | [ Remote Browser |
Health L Gateway ) Isolaton & e SaasS
N / N Y

Reduce cost

* Improve OpEx through circuit consolidation

* Reduce IT complexity and improve OpEx by consolidating Ul

touchpoints and leveraging centralized policy

© 2022 Cisco and/or its affiliates. All rights reserved.

Cisco Public

> Fese

Improve user experience

* Leverage password-less authentication measures to
streamline workflows

* Leverage Cisco® SD-WAN + middle-mile partnership to optimize
connections and reduce latency

Minimize risk

Proxy-based architecture decrypts, inspects, and assists with data

loss prevention to protect brand

Leverage a true zero-trust approach by securing workplace and off-

premises workforce to workloads
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